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The DNA of Innovation 

500+ Cancer Registries 
Internationally 
 4 in the UK  
England, Wales, 
Scotland & 
N. Ireland  

Cancer Registries collect  and analyse data relating 
to cancers diagnosed in population delivering 

timely, comparable and high quality data. 
 

*Follow international guidelines for coding 

Cancer Registries 
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Patients Consent to 
Treatment/Intervention 

 

 

 

 

 

– Consent – important part medical ethics & International 
law 

– To be valid consent must be voluntary and informed 
(i.e. benefits & risks) 

– The person must be capable of giving consent 

– May be oral or written, usually written for interventions 

 



 

Clinically  

– Emergency treatment  

– Severe mental health conditions 

– Additional procedure required during surgery 

 

Consent Not Necessary 



Patient Consent – personal information 

• In context  

–Cancer Registration 

–Audit 

–Research Studies- routine datasets 

–Research Studies – contacting 
patients or relatives  

 

 



Today – we will consider 

• What is personal health information;  

• Why personal health information is needed, 
collected and held;  

• What this information is used for, who it is shared 
with and why;  

• What your rights are  

• Highlighting similarities and differences between 
Scotland, Wales. N. Ireland, England   and Ireland 
focusing on cancer data 



What is personal health information?  
 • It is information that identifies you or me . It 

includes things like:  

•  name, address, date of birth and postcode;  

• information about any care and treatment  
received and results of tests; and  

• information about your health and lifestyle  

• Health records can be written on paper or held 
on a computer  

• Used for our health, service 

    functions, population health  



MY DATA  and PRIVACY  

• The right to privacy is a highly developed area 
of law in Europe. All the member states of the 
European Union (EU) are also signatories of 
the European Convention on Human Rights 
(ECHR). Article 8 of the ECHR provides a right 
to respect for one's "private and family life, his 
home and his correspondence 

https://en.wikipedia.org/wiki/Privacy
https://en.wikipedia.org/wiki/European_Union
https://en.wikipedia.org/wiki/European_Convention_on_Human_Rights


OECD’ seven principles governing 
protection of personal data   

 
• Notice—data subjects should be given notice when their data is being 

collected; 
• Purpose—data should only be used for the purpose stated and not for any 

other purposes; 
• Consent—data should not be disclosed without the data subject’s 

consent; 
• Security—collected data should be kept secure from any potential abuses; 
• Disclosure—data subjects should be informed as to who is collecting their 

data; 
• Access—data subjects should be allowed to access their data and make 

corrections to any inaccurate data; and 
• Accountability—data subjects should have a method available to them to 

hold data collectors accountable for not following the above principles 
 

• (OECD)Organisation for Economic Co-operation and Development 
 

https://en.wikipedia.org/wiki/OECD


 Europe -Data Protection Directive 

• The Data Protection Directive 1995 (officially Directive 
95/46/EC on the protection of individuals with regard 
to the processing of personal data and on the free 
movement of such data) which regulates the 
processing of personal data within the  European 
Union. It is an important component of EU privacy and 
human rights law. 

•  On 25 January 2012, the European Commission 
unveiled a draft European General Data Protection 
Regulation that will supersede the Data Protection 
Directive- concerns re implications for cancer 
surveillance 

https://en.wikipedia.org/wiki/General_Data_Protection_Regulation
https://en.wikipedia.org/wiki/General_Data_Protection_Regulation
https://en.wikipedia.org/wiki/General_Data_Protection_Regulation


Consent 

 

“any freely given specific and informed 

indication of his wishes by which the data 

subject signifies his agreement to personal 

data relating to him being processed.” 

 

 

EC Directive 95/46/EC 



The Data Protection Act 1998  

Governs the use of personal information and  gives you 
and me :  
• the right to know how our personal health information 

is used .  
• the right to object to use of this information. We  can 

ask for  the way information is used to be changed or 
restricted 

• the right to access any personal information that may  
beheld on us  and  

• If you think any of the information held is inaccurate, 
incomplete or out of date, we  can ask to have this 
information amended.  



Satisfying the DPA 98 

• General awareness of uses of personal health 
data 

• Good reasons for not obtaining consent 

• Necessary for a legitimate “medical” purpose 

• Data controller should be a medical 
practitioner or owe an equivalent duty of 
confidence to the data subject 



Satisfying the common law duty of 
confidentiality 

 

Personal data should only be disclosed  

• with consent 

• where the law requires it 

• if it is in the public interest to do so 



Cancer Registration 

• Recognised as Integral for Cancer control 

• Follow Guidelines from  

– Int Union Against Cancer UICC 

– Int Agency for Research on Cancer IARC 

– Int Assn of Cancer Registry IACR 

– World Health Organisation WHO 

– UK and Ireland Association of Cancer Registration 



Personal data required for monitoring 
health including cancer  

• Having this information means that the NHS can:  

• look at how safe and effective a treatment is;  

• check that the NHS is providing a good service 
and spending public money properly;  

• plan how many beds, clinics and staff are needed;  

• monitor particular illnesses or diseases;  

• carry out public health or clinical research 



Using identifiable data in the public 
interest for health 
Risk and benefit 

Potential cost to individuals 

 

– Some loss of autonomy 

– Low risk of breach of confidentiality, and harm 

 

Benefit to individuals and society 

 

– Information on causes of disease – prevention 

– Public health surveillance – protection 

– Understanding outcomes – recurrence, survival 

 



Registers need identifiable data 
• To avoid  
double-counting 

 
 

 
• To link cases over time - follow up eg survival 
• For validation 
• To link to other databases to better understand 

patterns eg effect of comorbidity on outcomes  
• Cancer Registry 

– Genetic Advice Service 
– Recall exercises - patient safety  
– Research 

 



• Informed consent is the fundamental principle 
governing the use of patient identifiable 
information within health or social/community 
care research. It is recognised that there are 
situations where  

- informed consent cannot be obtained. 

- not possible to use anonymised information 

   - Section 251 England and Wales,   



England and Wales - section 251 
• Section 60 of the Health and Social Care Act 2001 -> Section 251 

of the NHS Act 2006  



England and Wales - section 251 
• Section 60 of the Health and Social Care Act 2001 -> Section 251 

of the NHS Act 2006  

• allows Secretary of State for Health to make regulations to set 
aside the common law duty of confidentiality for defined 
medical purposes  

 - where not possible to use anonymised information and where 
seeking consent was not practical, having regard to the cost and 
technology available.  



England and Wales - section 251 
• Section 60 of the Health and Social Care Act 2001 -> Section 251 

of the NHS Act 2006  

• allows Secretary of State for Health to make regulations to set 
aside the common law duty of confidentiality for defined 
medical purposes  

 - where not possible to use anonymised information and where 
seeking consent was not practical, having regard to the cost and 
technology available.  

•  The Regulations that enable this power = Health Service 
(Control of Patient Information) Regulations 2002. 

• .The HRA responsibility for Section 251 since 2013, established  
the Confidentiality Advisory Group (CAG) function           



Safeguards in Scotland  

• Information services division (ISD) take advice 
now from the NHS National Services Scotland 
Public Benefit Privacy Panel on sharing 
information, which includes patients and 
doctors. This group helps ISD to make sure 
they protect personal information and meet 
their legal obligations of data protection and 
confidentiality.  



Republic of Ireland  

• Data protection ROI insist that patients give 
consent if the information is to be used for audit 
or research - even when these are patients of the 
doctor who is making the request 

• Exception is where the doctor/hospital already 
has a registry or database which patients are 
aware of (i.e. that they have implicitly consented 
to the use of their data in research or audit). This 
rarely happens. 

• – they may be invited to complete a questionnaire and 
sign their consent on the form 



N. Ireland  

• Health and Social Care (Control of Data 
Processing) Bill –Royal Assent on 11 April 2016  

 

 



N. Ireland  

• Health and Social Care (Control of Data 
Processing) Bill –Royal Assent on 11 April 2016  

• provides framework to enable use of health 
and social care information for health and 
social care purposes which are in the public 
interest 

 

 



N. Ireland  

• Health and Social Care (Control of Data 
Processing) Bill –Royal Assent on 11 April 2016  

• provides framework to enable use of health 
and social care information for health and 
social care purposes which are in the public 
interest 

• details will be in subordinate legislation. 

 

 



N. Ireland  

• Health and Social Care (Control of Data 
Processing) Bill –Royal Assent on 11 April 2016  

• provides framework to enable use of health and 
social care information for health and social care 
purposes which are in the public interest 

• details will be in subordinate legislation. 

• Regulations to be drafted and consulted upon 
before being scrutinised and debated by the NI 
Assembly - practical aspects 1 – 2 years 

 

 

 



Why not informed consent for public 
health research? 

• Representativity & generalization 

– Avoid bias – selective loss 

• Solid conclusions 

– Need for power and statistical strength 

• Completeness 

– Few cases may determine risk 

– Loss in linkage may bias results 

• All population 

– Disproportionate effort 

 



Impact Of Requiring Consent 
N. Ireland Cerebral Palsy  (CP) 

Population Based Registry  
• Number smaller than cancer approx. 70 per year 

• Numerous contacts with services 

• When consent required 40% preliminary notifications 
remained unconfirmed 

• Not parental refusal (2%) but professional involvement 

•  Outcome :Poor data quality meant removal from 
Multicentre Study - Does artificial reproduction increase 
risk CP 

  



      How is information kept secure?  

• All ISD staff have a legal and contractual duty to keep 
personal information secure and confidential;  

• ISD employs an individual known as a ‘Caldicott Guardian’ 
whose job is to make sure that information is handled 
properly;  

• Access to personal health information can only be given 
with special authorisation, and use of that information is 
closely monitored by ISD;  

• There are strict rules within ISD that govern how 
information should be managed e.g. to make sure names, 
addresses and any other information that might identify an 
individual are removed wherever possible.  



Registry Security – only few staff have access to 

clinical data – separation of analysts for data staff 

Physical 

• Video 
Surveillance 

• Locks/alarms 

• Badges for 
visitors 

• Clear desk 

• Shredding 

Electronic 

Passwords 

Fingerprint 

Audit trails 

Encryption 

Secure data transfer eg 

nhs.net 

Phones, email, letters, 

fax 

ISO27001 



Levels of data 

• Routine statistics  

 

 

 

• Potentially identifiable eg NHS number used 
for linkages/ small numbers  

 

• Patient identifiable 





Evidence 

of 

causality 

Evidence 

of 

preventive 

activity 

Availability 

of exposure 

indicators 

Precancerous 

lesions 

Decrease in 

incidence 

Decrease 

in 

mortality 

Tobacco 

smoking 
YES YES YES NO YES YES 

Alcohol 

consumption 
YES YES YES YES/NO YES YES 

HPV causality/ 

vaccinations 
YES YES YES YES NOT YET NOT YET 

HBV causality/ 

vaccinations 
YES YES YES NO NOT YET NOT YET 

Asbestos 

YES YES YES NO NOT YET NOT YET 

Contribution from Cancer Registries 

  The scientific contribution of cancer 

registries 

(Expected in a short) 



Routine Registry Data 

• Requires accurate counting of cases without 
duplication. 

• Provides information on trends, prevalence,  
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Routine Registry Data 

• Requires accurate counting of cases without 
duplication. 

• Provides information on trends, prevalence, 
socioeconomic differences, (lung/ stomach)  
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Eurocare-IV results – All Cancers 
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Routine Registry Data 

• Requires accurate counting of cases without 
duplication. 

• Provides information on trends, 66% increase 
predicted by 2035  
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Routine Registry Data - 
• Requires accurate counting of cases without duplication. 

• Provides information on trends, prevalence, socioeconomic 

differences, outcomes by routes to diagnosis 
739,667 records merged from various sources then anonymised  

  







What clinicians want from data 

• To support the answering of clinically relevant questions 

• Clinically credible – though they have to take responsibility 

• Ownership  

• Timeliness 

• Case-mix adjustment 

• Reported ‘proportionally’ and with their knowledge 

• Ongoing engagement with those that report data 

 

 

 



Audits  

• LUCADA for lung cancer- personal data 
matched then anonymised for analysis 

• In lung cancer there was clear evidence of 
clinical behaviour change _ Mount Vernon  

 



Lung resection rate: trend by age 

Source: Riaz et al; 2011;  



Major Surgical Resections 
England, 2004-6 

March 2011 
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Proportion of patients seen by Clinical Nurse 
Specialist by Cancer Network 2010 (%, E & W) 
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Life after a cancer diagnosis is different 
nowadays- but what is it really like? 



Research contacting Patients  

• Registries do not contact cancer patients or 
their relatives directly 

• For ethically approved studies they work via 
the clinical team which taking account of 
patients health etc may or may not contact 
patients   

• With multiple death checks to ensure only 
contacting live people  

 



Will anyone contact me? 
No one from the cancer registry will contact you. 
We sometimes release information to approved 
cancer researchers under strict conditions. For 
most cancer research, patients do not need to 
be contacted, but in some cases they do. If 
researchers need to contact you, they will only 
ever do this with the approval of your own 
doctor. 
Do I have a choice? 
Yes, you can object and this will not affect the 
care you receive. However, in order to work 
properly, the registration system needs to know 
about everyone with cancer. 
Information about your illness will help care 
teams to learn how best to treat cancer, make 
sure they provide the best care, and help to find 
out the causes of cancer. If you are concerned 
about your details being registered or any other 
issues in this leaflet, please talk to your doctor 
about this. 



Prostate Cancer- most common cancer in males  

• The number of newly diagnosed prostate cancer cases has more than 
doubled over the past 20 years  

• The number of Prostate cancer survivors is growing steadily 

 
European age-standardised 

incidence rates, prostate cancer,  

Great Britain, 1975-2011 

5-year age-standardised relative 

survival, prostate cancer,  Great 

Britain, 1971-2009 



Research 
• Prostate PROMS UK wide (2014-2017) 

 

 

 

 



The route for consent after peer review for 
scientific quality, funding and Ethics – 

patient involvement++   
• England- section 251, Confidentiality advisory 

Group, R&D approvals, Agreement from 111 
separate Trusts (85%) for study and MDT leads 
to contact patients   

• Scotland -  Dept Health sponsorship, Public 
Benefit Privacy Panel, R&D each of 14 Health 
Boards- Method, matching of hospital records with 
Cancer registry to confirm diagnosis, send out on 
clinical headed paper,  



The route for consent after peer review for 
funding and Ethics – patient involvement++   

• England- section 251, Confidentiality advisory Group, R&D 
approvals, Agreement from 111 separate Trusts (85%) for 
study and MDT leads to contact patients   

• Scotland -  Dept Health sponsorship, Public 
Benefit Privacy Panel, R&D each of 14 Health 
Boards- Method, matching of hospital records with 
Cancer registry to confirm diagnosis, send out on 
clinical headed paper,  



The route for consent after peer review for 
funding and Ethics – patient involvement++   

• England- section 251, Confidentiality advisory Group (CAG), R&D 
approvals, Agreement from 111 separate Trusts (85%)for study and for 
letters to be sent from MDT leads to contact patients   

• Scotland -  Dept Health sponsorship, Public Benefit Privacy Panel, R&D 
each of 14 Health Boards- Method, matching of hospital records with 
Cancer registry to confirm diagnosis, invites to patients send out on 
clinical headed paper. 

• Wales – section 251, R&D approvals from 7 Health Boards, 
CAG approvals, letters to patients from MDT leads 

• N. Ireland – Health Trusts R&D, MDT leads inviting men to 
survey, nurses doing final checks re patient suitability. registry 
not sending names to Survey provider but postage from NICR 
as registry already know of men with prostate cancer   



OECD’ seven principles governing 
protection of personal data   

 
• Notice—data subjects should be given notice when their data is being 

collected; 
• Purpose—data should only be used for the purpose stated and not for any 

other purposes; 
• Consent—data should not be disclosed without the data subject’s 

consent; 
• Security—collected data should be kept secure from any potential abuses; 
• Disclosure—data subjects should be informed as to who is collecting their 

data; 
• Access—data subjects should be allowed to access their data and make 

corrections to any inaccurate data; and 
• Accountability—data subjects should have a method available to them to 

hold data collectors accountable for not following the above principles 
 

• (OECD)Organisation for Economic Co-operation and Development 
 

https://en.wikipedia.org/wiki/OECD


About Cancer Registration- 
informing patients leaflets  

http://staff.ncr.nhs.uk/wp-content/uploads/2015/04/Cancer-Registration-Booklet-final-April-20151.pdf


About Cancer Registration 



















Conclusions 

• Cancer registries contribute to the monitoring of health 
for patient benefit, through identification of risks, 
monitoring of services, international benchmarking 
and research. 

• They value the data and respect patient confidentiality, 
working in compliance with various legislations at 
European and local level. 

• They hold the data securely and inform the public 
about their roles.  

• While differences exist there are many similarities  in 
the way Cancer Registries in the UK and Ireland deal 
with patient data and patient consent,  


